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ABSTRACT
Recent studies have shown that deep neural networks (DNNs)
are susceptible to adversarial attacks even in the black-box set-
tings. However, previous studies on creating black-box based ad-
versarial examples by merely solving the traditional continuous
problem, which suffer query efficiency issues. To address the ef-
ficiency of querying in black-box attack, we propose a novel at-
tack, called MGAAttack, which is a query-efficient and gradient-
free black-box attack without obtaining any knowledge of the tar-
get model. In our approach, we leverage the advantages of both
transfer-based and scored-based methods, two typical techniques
in black-box attack, and solve a discretized problem by using a
simple yet effective microbial genetic algorithm (MGA). Experi-
mental results show that our approach dramatically reduces the
number of queries on CIFAR-10 and ImageNet and significantly
outperforms previous work. In the untargeted attack, we can at-
tack a VGG19 classifier with only 16 queries and give an attack
success rate more than 99.90% on ImageNet. Our code is available
at https://github.com/kangyangWHU/MGAAttack.

CCS CONCEPTS
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1 INTRODUCTION
Deep learning has achieved significant progress in image classifi-
cation [8], speech recognition [17], machine translation [3], face
recognition [28], and object detection [29]. However, DNNs are
easily fooled by adversarial examples [4, 37], which are crafted by
adding some human imperceptible perturbations to benign inputs.
Thus, serious security and privacy issues had raised in many critical
fields [39, 40, 42] when deploying DNN-based systems. Therefore,
adversarial example attacks and defenses is becoming the hottest
research topics in the machine learning and cybersceurity commu-
nities. Many efforts are progressed in exploring the vulnerabilities
of DNN models and building trustworthy DNNmodels which could
be deployed in safety-critical applications.

In general, the adversarial attack can be divided into white-box
attack and black-box attack based on the knowledge of target mod-
els that obtained by attackers. In the white-box setting, the attacker
obtains the full-knowledge of the target model, thus attackers could
utilizes the parameters of target model to achieve an success attack
in high confidence. But white-box attack is not practical and most of
time the target model is infeasible to attackers. In the more realistic
black-box setting, the attacker can only obtain input and output
pairs of the target model. The main approaches in black-box setting
are transfer-based attacks [5, 9, 10, 12, 18, 23, 25, 43] and score-
based attacks [1, 6, 20, 21, 27, 32, 33, 38]. The former transfer-based
attack first generates candidate adversarial examples by applying
a standard white-box attack method on the local model, and then
leverages the transferability of the candidate adversarial examples
to attack the target models. The latter score-based attack obtains
the results of the input by querying the target model and then
generates adversarial examples through gradient-based methods
[6, 20, 21, 33, 38] or gradient-free methods [32].

The transfer-based attacks are very efficient, but the success rate
is low. On the contrary, the scored-based attacks can achieve high
success rate but it suffers from low query efficiency. Thus, recently
some researchers [33] combine those two black-box attacks, using
adversarial examples generated by transfer-based attacks as the
starting point of the score-based attacks. Such attacks achieve high
success rate and reduce the query times.

Most of the previous methods generate adversarial examples by
solving the traditional continuous problem. However, Moon et al.
[27] consider a discretized problem in which the perturbations are
select from the vertices of the 𝐿∞ ball. They significantly reduce
the number of queries by solving this optimization problem. But
they fail to leverage the information of the transfer-based attacks,
which could further reduce the number of queries. Motivated by
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Figure 1: Framework of MGAAttack. MGAAttack contains two stages: (1) initial the population of MGA with adversarial examples generated by transfer-based
attacks; (2) repeat selection, crossover, mutation, and update population until success.

their weakness, we combine transfer-based attacks and scored-
based attacks to solve the discretized problem. On the one hand, the
existing gradient estimation methods are not suitable for solving
the discretized problem. On the other hand, the heuristic algorithm,
such as genetic algorithm, evolution strategies, has been applied in
optimization problems in recent years. In this work, we employ an
alternative strategies by adopting MGA [15] to solve the discretized
problem.

In this paper, we propose MGAAttack, a query-efficient black-
box attack based on MGA. As illustrated in Figure 1, MGAAttack
contains two stages:

(1) initial the population of MGA with adversarial examples
generated by transfer-based attacks;

(2) repeat selection, crossover, mutation, and update population
until success.

MGAAttack is a query-efficient attack thanks to the combination
of transfer-based attacks and score-based attacks; Furthermore,
MGAAttack is also a powerful attack with high attack success
rate on many conventional models for image classification due to
applying gradient-free MGA to solve the discretized problem.

The main contributions of our work are concluded as follows:
• WeproposeMGAAttack, a novel query-efficient and gradient-
free black-box attack for crafting adversarial examples. It
combines transfer-based attacks and score-based attacks and
applies MGA to solve the discretized problem.

• Experimental results show that our method achieves compet-
itive performance on CIFAR-10 and ImageNet. In untargeted
setting, our method achieves nearly 100% success rate with
query times less than 200, across undefended models on Im-
ageNet. In targeted setting, our attacks can reach, 99.79% of
success rate against VGG19 classifier within 1,680 queries
on average on ImageNet.

• We demonstrate that MGAAttack is also robust against some
typical defense mechanisms using gradient obfuscation [2],
such as JPEG compression, bit depth reduction and random

resizing and padding. Compared with previous studies on
black-box attacks, MGAAttack can achieve higher or similar
attack success rate, but our MGAAttack reduces the number
of queries more than 37%.

2 RELATEDWORK
In this section, we overview the recent work of black-box attacks
which is divided into transfer-based attacks, score-based attacks,
and combination attacks with transfer-based and score-based at-
tacks.

2.1 Transfer-based attacks
Goodfellow et al. [37] observed that adversarial examples gener-
ated by one model are likely to fool other models with similar
architectures. Therefore, Adversarial examples generated by white-
box attacks on local models can be used to attack unknown mod-
els, which called transfer-based attacks. Standard white-box at-
tacks, such as fast gradient sign method (FGSM) [12], basic iterative
method (BIM) [23], Carlini-Wagner (CW) [5] can be used to per-
form transfer-based attacks, but they suffer from low success rate.
Therefore, many efforts have been devoted to improve transfer-
ability. Dong et al. [9] propose an ensemble attack, which further
improves the transferability through ensembling some different
local models. Huang et al. [18] perturbs the hidden layer to enhance
the transferability. Xie et al. [43] apply random and differentiable
transformations to the input images before running white-box at-
tacks to improve the transferability capabilities. Dong et al. [10]
generate more transferable adversarial examples by convolving the
gradient at the untranslated image with a pre-defined kernel.

2.2 Score-based attacks
Scored-based attacks obtain the input and output pairs by sending
large amount of inputs to the target model. It can be group into
gradient-based attacks and gradient-free attacks, depending on
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whether gradient information is used or not. The former leverages
the scores of the models to estimate gradients. The latter applies
gradient-free methods to generate adversarial examples.

Gradient-based attacks.Gradient-based black-box attacks first
estimate the gradients by querying the target model and then ap-
ply them to run white-box attacks. ZOO [6] is the first gradient-
based black-box attack. It adopts the finite difference method with
dimension-wise estimation to approximate gradient values, and
use them to perform a CW white-box attack. AutoZOOM [38] uses
a vector-wise random gradient-free method to estimate gradients
and uses an autoencoder or a simple bilinear resizing operation to
reduce the attack dimension. Ilyas et al. [20] apply natural evolu-
tional strategy (NES) to estimate gradients and generate adversarial
examples through PGD [25] attack. Bandits [21] attack combine
time and data priors with bandits framework and still apply NES
to estimate the gradients. The gradient-based adversarial attack
heavily relies on gradients, which suffers the gradient obfuscation
defense mechanism. Hence, they are not practical in real attacks.
Our proposed MGAAttack is a gradient-free attack that is robust
against gradient obfuscation defenses (e.g., JPEG compression, bit
depth reduction, and random resizing and padding) demonstrated
in our experiments, thus poses a new threat to the community and
calls for effective defense methods.

Gradient-free attacks. Gradient-free black-box attacks usually
generate adversarial examples with heuristic methods, such as the
genetic algorithm, and evolutional strategy. Su et al. [32] introduce
one pixel attack that applies the differential evolution algorithm
to perturb the important pixels of the image. Alzantot et al. [1]
propose GenAttack, which generates adversarial examples through
the genetic algorithm. Meunier et al. [26] explore a larger spectrum
of evolution strategies, such as the covariance matrix adaptation
evolution strategy (CMA-ES) [14], to generate adversarial examples.
Moon et al. [27] propose the parsimonious attack, using combina-
tional optimization to solve the discretized problem, which achieves
SOTA performance.

2.3 Combination attacks
In addition to apply transfer-based or gradient-based attack alone,
recenly some reseacher combine those two black-box attacks. Suya
et al. [33] proposed Trans-AutoZOOM and Trans-NES, using ad-
versarial examples generated from local models as starting points
for AutoZOOM and NES. TREMBA [19] learned a low dimensional
embedding using a pre-trained model and then applying NES to
estimate the gradients in the low dimensional embedding. Du et al.
[11] presented meta attack that training a meta attacker learns to
estimate the gradient, then replace the zeroth-order gradient esti-
mation in traditional black box attack methods with it to directly
estimate the gradient.

Studies combining transfer-based and score-based solve a con-
tinuous optimization problem which suffers computing-consuming
issues due to the large search space in finding adversarial inputs.
On the contrary, we solve the discretized optimization problem,
which can significantly reduce the search space and improve query
efficiency. In addition, meta attack and TREMBA attack all need to
train a local model to conduct black-box adversarial attack, thus it
suffers efficiency issues when the task is complicated. Our proposed

MGAAttack directly generates inputs to attack the target model
without any training of a local attack model and is more efficient
and general than these two attacks.

3 METHODS
In this section, we first introduce the two types of optimization
problems, then detail our approach.

3.1 Two types of optimization problems
Considering awell-trainedDNN classifier 𝐹 (𝑥), where𝑥 ∈ [0, 1]dim(𝑥)

is the input of the network, the ground-truth label of the input 𝑥 is𝑦.
We denote 𝐹 (𝑥)𝑖 as the i-th dimension of the network output. As an
attacker, the goal is to find an input 𝑥𝑎𝑑𝑣 , that results in the change
of class prediction while the distance between the adversarial and
benign input is smaller than a predefined threshold 𝜖 as (1):

argmax
𝑖
𝐹 (𝑥𝑎𝑑𝑣)𝑖 ≠ 𝑦, 𝑠 .𝑡 . ∥𝑥𝑎𝑑𝑣 − 𝑥 ∥𝑝 ≤ 𝜖 (1)

where 𝜖 is the strength of distortion, the distance norm function
𝐿𝑝 is often chosen as 𝐿2 and 𝐿∞. We focus on 𝐿∞ in the following
paper.

The continuous problem. Traditionally, adversarial examples
can be generated by solving constrained continuous problem as
follows:

𝑥𝑎𝑑𝑣 = argmax
𝑥 ′

𝐿(𝑥 ′, 𝑦), 𝑠 .𝑡 .
𝑥 ′ − 𝑥∞ ≤ 𝜖 (2)

where 𝐿 is a loss function.
The discretized problem. Moon et al. [27] observed that PGD

attack pushes the perturbations towards the corner of the 𝐿∞ ball.
Therefore, they consider a discrete surrogate problem as (3):

𝑥𝑎𝑑𝑣 = argmax
𝑥 ′

𝐿(𝑥 ′, 𝑦), 𝑠 .𝑡 .
𝑥 ′ − 𝑥∞ ∈ {−𝜖, 𝜖} (3)

In this view, generating adversarial examples can be treated
as a combinational optimization problem. Previous methods used
in the continuous problem can not be directly applied in solving
this problem. On the contrary, genetic algorithms are suitable for
this optimization problem, so we apply MGA to craft adversarial
examples.

3.2 MGAAttack
MGAAttack relies on MGA, which is the population-based and
gradient-free optimization algorithm. MGA is a variant of the Ge-
netic algorithm, and more practical and straightforward. In MGA, a
population of candidate solutions (called individuals) are iteratively
evolved toward better solutions (larger fitness). The population in
each iteration is called a generation. In each generation, the quality
of population members is assessed using a fitness function. The
fitness is usually the value of the objective function in the optimiza-
tion problem being solved. The larger the fitness of the individuals
is, the more likely it is to be selected for breeding the next genera-
tion. The next generation is generated through a combination of
crossover and mutation. The details of MGAAttack in untargeted
attack are given in Algorithm 1.

As described in Algorithm 1, MGAAttack includes the typical
operators in genetic algorithm: initialization (line 1-2), selection
(line 4-6), crossover (line 7), mutation (line 8), and update population
(line 12).
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Algorithm 1 MGAAttack (untargeted case).
Input: input 𝑥 , true label 𝑦, distortion 𝜖 , mutation rate 𝑚𝑟 ,

crossover rate 𝑐𝑟 , population size 𝑁 , generation𝐺 , local model
𝑀 , target model 𝐹

Output: adversarial example 𝑥𝑎𝑑𝑣
1: 𝑥 ′ = transfer_based_attack(𝑀 , 𝑥 , 𝑁 )
2: pop = init_population(𝑥 , 𝑥 ′, 𝜖)
3: for 𝑔 = 1 to 𝐺 do
4: 𝑝1, 𝑝2 = random_select(pop)
5: 𝑓1, 𝑓2= get_fitness(𝐹 , 𝑥 , 𝑝1, 𝑝2)
6: loser, winner = sort_by_fitness( 𝑝1, 𝑝2, 𝑓1, 𝑓2)
7: child = crossover(𝑐𝑟 , loser, winner)
8: child = mutation(𝑚𝑟 , child)
9: if argmax

𝑖
𝐹 (𝑐ℎ𝑖𝑙𝑑)𝑖 ≠ 𝑦 then

10: return child
11: end if
12: pop = update_population(pop, child)
13: end for

Initialization. The initial population is critical to the conver-
gence of the algorithm. If the initial population is similar to the
optimal solution, the algorithm will converge soon. Previous meth-
ods employ genetic algorithm initial population randomly. We use
adversarial examples generated by transfer-based attacks to initial-
ize the individual of population 𝛿𝑖 , 𝑖 = {1, 2, ..., 𝑁 } as follows

𝛿𝑖 =

{
−𝜖 𝑥 ′

𝑖
− 𝑥 < 0

𝜖 𝑥 ′
𝑖
− 𝑥 ≥ 0

(4)

where 𝑥 ′
𝑖
is the adversarial examples generated by transfer-based

attacks.
Fitness function. The fitness function is used to evaluate the

quality of population members. It eventually leads MGA to evolve
towards a population with larger fitness. As the fitness function
should reflect the optimization objective, we use the loss function
of equation (3) as the fitness function in untargeted setting.

Selection. Selection is used to decide who can pass on genetic
information to the next generation. Unlike traditional genetic al-
gorithm select the two parents by fitness proportionate selection.
MGA randomly selects two individuals from the population. By
comparing their fitnesses, we obtain a winner (larger fitness ) and
a loser.

Crossover. Crossover enables individuals with high fitness to
pass on their genetic information to offspring.We have awinner and
a loser after selection. We get an offspring by copying the genetic
information of the winner and loser according to the crossover rate
𝑐𝑟 as follows:

𝛿𝑐ℎ𝑖𝑙𝑑 = 𝛿𝑤𝑖𝑛𝑒𝑟 ∗𝑀𝐴𝑆𝐾𝑐𝑟 + 𝛿𝑙𝑜𝑠𝑠𝑒𝑟 ∗ (1 −𝑀𝐴𝑆𝐾𝑐𝑟 ) (5)

where

𝑀𝐴𝑆𝐾𝑐𝑟 =

{
1 𝑟𝑎𝑛𝑑 (0, 1) < 𝑐𝑟
0 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

(6)

where𝑀𝐴𝑆𝐾𝑐𝑟 is a matrix of the same size of the individual, rand(0,
1) means uniformly generating a number between 0 and 1. 𝑐𝑟 rep-
resents the probabilities of crossover. 𝛿𝑙𝑜𝑠𝑒𝑟 is the individual of
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Figure 2: The illustration of crossover operator (a) and mutation operator (b)

loser, 𝛿𝑤𝑖𝑛𝑛𝑒𝑟 is the individual of winner. Figure 2 (a) illustrates the
crossover operator.

Mutation. Mutation can keep population diversity and avoid
population trapping into local optima. We can easily carry out bit
mutation on the child due to binary encoding as (7):

𝛿𝑐ℎ𝑖𝑙𝑑 = −𝛿𝑐ℎ𝑖𝑙𝑑 ∗𝑀𝐴𝑆𝐾𝑚𝑟 + 𝛿𝑐ℎ𝑖𝑙𝑑 ∗ (1 −𝑀𝐴𝑆𝐾𝑚𝑟 ) (7)
where

𝑀𝐴𝑆𝐾𝑚𝑟 =

{
1 𝑟𝑎𝑛𝑑 (0, 1) < 𝑚𝑟
0 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

(8)

where𝑀𝐴𝑆𝐾𝑚𝑟 is a matrix of the same size of the individual, 𝛿𝑐ℎ𝑖𝑙𝑑
is the offspring generated by crossover,𝑚𝑟 represents the probabili-
ties of mutation. The illustration of the mutation operator is shown
in Figure 2 (b).

Update population. Update population makes the population
evolve continuously. We replace the loser with the offspring derived
from the loser and keep the winner unchanged.

In summary, after initializing the population, MGAAttack picks
two individuals at random, and we have a winner and a loser by
comparing their fitnesses. Then we generate a new offspring from
the loser by crossover and mutation. Finally, we replace the loser
by the offspring. MGAAttack repeats these steps until successed.
Our framework is illustrated in Figure 1.

4 EXPERIMENTS
We evaluated the performance of MGAAttack against the vanilla
networks and the robustness against defensive models on two
datasets, CIFAR-10 [22] and ImageNet [30]. Additionally, we mea-
sure the sensitivity of MGAAttack to hyperparameters. We only
consider 𝐿∞ threat model and quantify the performance with attack
success rate, average queries, and median queries. We compare our
attack with NES [20], Trans-NES [33], Bandits [21], and parsimo-
nious [27], which are SOTA black-box attacks. We use the original
code for Bandits and parsimonious, and port the code from Tensor-
Flow to PyTorch for NES and Trans-NES in our experiments. All
parameters keep aligning with those recommended by papers. We
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Table 1: Success rate, average queries, and median queries of untargeted attack on ImageNet.

Method
VGG19 Resnet50 InceptionV3

Success Avg. Med. Success Avg. Med. Success Avg. Med.
Rate Queries Queries Rate Queries Queries Rate Queries Queries

NES 87.60% 1079 450 81.77% 1433 650 67.22% 1694 600
Trans-NES 98.35% 78 50 91.76% 163 50 86.29% 209 50
Bandits 94.21% 298 56 95.57% 735 218 98.43% 488 42

Parsimonious 98.86% 254 129 99.49% 247 131 97.93% 863 306
Ours 99.90% 16 5 99.90% 100 5 97.21% 175 5

Table 2: Success rate, average queries, and median queries of targeted attack on ImageNet.

Method
VGG19 Resnet50 InceptionV3

Success Avg. Med. Success Avg. Med. Success Avg. Med.
Rate Queries Queries Rate Queries Queries Rate Queries Queries

NES 99.79% 9566 8075 99.90% 10387 8975 96.49% 15853 13650
Trans-NES 99.79% 6325 4580 99.90% 7755 6350 97.00% 14503 11950
Bandits 90.29% 14405 10794 90.83% 15555 13045 51.71% 22499 20954

Parsimonious 99.90% 3190 2464 99.90% 2803 2190 99.48% 8577 6215
Ours 99.79% 1680 750 95.59% 2827 1545 96.70% 7973 4233
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Figure 3: The success rate of targeted attack at different query levels for different models on ImageNet.

only run Bandits attack on ImageNet, as it does not fit on CIFAR-10.
Parsimonious attack is the strongest attack among the four attacks,
but it does not work on MNIST [24], so we do not run experiments
on this dataset.

Hyperparameters. In all experiments, we set the 𝑐𝑟 to 0.7 and
𝑁 to 5. We take ensemble MI-FGSM with iterations of 10 and a step
size of 0.01 as the transfer-based attack. For CIFAR-10, we set 𝜖 to
8 in [0,255] scale, and the maximum queries to 5000 and 10000 in
untargeted setting and targeted setting, respectively. For ImageNet,
we set 𝜖 to 12 in [0,255] scale, and the maximum queries to 10000
and 50000 in untargeted setting and targeted setting, respectively.
In targeted setting, targeted classes were chosen randomly for each
image, and all attacks chose the same target class for the same
image for a fair comparison.

4.1 Black-box attacks on ImageNet
We randomly chose 1,000 correctly classified images from ImageNet
validation set for evaluating the attacks. We use the VGG16 [31],
Resnet18 [16], and Resnet34 [16] as the local models when attacking
VGG19 and Resnet50. We use the InceptionV4 [34], Xception [7],
and Inception-resnetv2 [34] as the local models when attacking
InceptionV3 [36]. We evaluated all attacks on VGG19 [31], Resnet50

[16], and InceptionV3 [36]. We set the 𝑚𝑟 to 1e-3 and 3e-4 for
untargeted setting and targeted setting, respectively.

We report the results of untargeted attacks and targeted at-
tacks in Table 1 and Table 2, respectively. In untargeted setting,
we achieve a nearly 100% success rate within 100 queries on two
models. To our best knowledge, this is the SOTA result. In targeted
setting, our method achieves comparable success rate and average
queries with lower median queries compared to the strongest attack.
Figure 3 plots the success rate under different query levels, we find
that our method converges quickly. Our method still can achieve
about 80% success rate on VGG19 and Resnet50 model when the
number of queries are limited to 2,500.

4.2 Black-box attacks on CIAFR-10
In this section, we evaluate our attack on CIFAR-10 for both untar-
geted setting and targeted setting. We use the pre-trained models
on CIFAR-10 provided by huyvnphan1, which are the SOTAmodels.
We use VGG16 with batch normalization [31], Googlenet [35], and
Resnet18 as the local models. We set the mutation rate𝑚𝑟 to 1e-3
for both settings.

Table 3 and Table 4 list the untargeted attack and targeted attack
results on VGG19 with batch normalization [31], inceptionV3, and

1https://github.com/huyvnphan/PyTorch-CIFAR10
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Table 3: Success rate, average queries, and median queries of untargeted attack on CIFAR-10.

Method
VGG19_bn Resnet50 InceptionV3

Success Avg. Med. Success Avg. Med. Success Avg. Med.
Rate Queries Queries Rate Queries Queries Rate Queries Queries

NES 80.50% 655 350 54.11% 675 400 80.76% 529 300
Trans-NES 79.95% 302 50 59.62% 533 250 86.22% 227 50
Trans-Rand 73.4% 100 1 39.64% 191 2 78.63% 97 1
Parsimonious 99.78% 522 327 95.83% 862 389 98.64% 562 296

Ours 99.94% 130 5 95.34% 551 151 99.72% 98 5

Table 4: Success rate, average queries, and median queries of targeted attack on CIFAR-10.

Method
VGG19_bn Resnet50 InceptionV3

Success Avg. Med. Success Avg. Med. Success Avg. Med.
Rate Queries Queries Rate Queries Queries Rate Queries Queries

NES 74.16% 3288 2550 76.34% 3195 2400 93.87% 2113 1350
Trans-NES 78.40% 2463 1200 77.93% 2861 1950 96.04% 1598 800

Parsimonious 95.13% 2495 1596 93.93% 2425 1467 98.05% 1602 982
Ours 95.88% 1157 350 91.18% 1879 1011 99.12% 686 250
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Figure 4: Success rate of targeted attack at different query levels for different models on CIFAR-10.

Resnet50, respectively. Trans-Rand generates adversarial examples
by randomly flipping some perturbations of candidate adversar-
ial examples. The median of Trans-Rand is very low, indicating
that the candidate adversarial examples are very close to the final
adversarial examples in the discretized problem. Therefore, ran-
dom operation can achieve well performance. It well explains why
MGA can achieve SOTA performance. Our methods achieve higher
success rate with more than 50% reduction of queries compared
with other attacks. Figure 4 plots the success rate of targeted attack
under different query levels, our method converges quickly and
achieves higher success rate at all query levels.

4.3 Black-box attacks against defensive models
on ImageNet

In this section, we validate the effectiveness of our proposedmethod
by attacking several defensive models on ImageNet, including JPEG
compression [13], random resizing and padding (R&P) [41]. For
JPEG compression, the quality level was set to 75, while for R&P,
we keep aline with the setting of paper [41]. The experimental
setting are the same with those untargeted attacking the normal
InceptionV3 model in section 4.1. As shown in section 4.1, the
performance of bandits attack is only comparable to NES attack, so
we just ignore bandits attack in this section.

As shown in Table 5, even the two defensive methods are very
simple, they domigrate the adversarial attacks inmost case, especial
R&P. We also notice that the success rate of parsimonious drops
down to 37.42% when attacking R&P defensed models. On the
contrary, our method performs well against two defensive methods.

4.4 Black-box attacks against defensive models
on CIFAR-10

In this section, we evaluate the effectiveness of our method by
attacking several defensive models on the CIFAR-10, including
adversarial training [25], JPEG compression [13], and bit depth
reduction [13]. We adversarially trained a WideRestnet34x10 [44]
with a PGD 𝐿∞ attack. The model achieves a 79.31% clean accuracy
and a 49.44% accuracy under PGD 𝐿∞ attacks with a norm of 8/255.
We use VGG19 with batch normalization as the target model for the
JPEG compression and bit depth reduction. For JPEG compression,
the quality level was set to 75, while for bit depth reduction, the
last 5 bits are reduced, as done in [13]. We run all attacks on all test
images, so we restrict the maximum number of queries to 10,000.
We set the mutation rate𝑚𝑟 to 5e-4 for adversarial training, and
1e-3 for the other two defensive models. The results are presented
in Table 6.
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Table 5: Results of untargeted attack against 2 defensive models on ImageNet.

Method
Vanilla JPEG R&P

Success Avg. Med. Success Avg. Med. Success Avg. Med.
Rate Queries Queries Rate Queries Queries Rate Queries Queries

NES 67.22% 1694 600 18.54% 1650 500 34.75% 1964 900
Trans-NES 86.29% 209 50 71.98% 78 50 80.21% 89 50

Parsimonious 97.93% 863 306 98.13% 765 296 37.42% 1556 321
Ours 97.21% 175 5 92.92% 154 5 89.70% 69 5

Table 6: Results of untargeted attack against 3 defensive models on CIFAR-10.

Method
Adversarial Training JPEG Compression Bit-depth Reduction

Success Avg. Med. Success Avg. Med. Success Avg. Med.
Rate Queries Queries Rate Queries Queries Rate Queries Queries

NES 15.31% 995 250 28.97% 949 350 57.24% 1210 350
Trans-NES 29.55% 52 50 35.47% 450 50 60.01% 592 50

Parsimonious 38.73% 939 335 93.37% 743 237 99.78% 350 195
Ours 36.59% 593 5 99.85% 163 5 99.87% 164 5

1e-4 5e-4 8e-4 1e-3 2e-3 3e-3
mr

0.75

0.80

0.85

0.90

0.95

Su
cc

es
s R

at
e

VGG19_bn

NES
Trans_NES
parsimonious 
ours

1e-4 5e-4 8e-4 1e-3 2e-3 3e-3
mr

1500

2000

2500

3000

Av
er

ag
e 

Qu
er

ie
s

VGG19_bn

NES
Trans_NES
parsimonious 
ours

Figure 5: The success rate (left) and average queries (right) at different 𝑚𝑟

targeting against VGG19_bn on CIFAR-10.

Although our method achieves slightly lower success rate than
the parsimonious attack when attacking adversarially trained mod-
els, our method achieves about 37% reduction of queries compare
to it. What’s more, our attack can defeat non-differentiable input
transformation with a remarkable margin. Compared with the other
attacks, our method achieves higher success rate and reduces more
than 50% of queries against the other two defensive models.

Through attacking the defensive models on CIFAR-10 and Ima-
geNet, we find that our method and Trans-NES are more powerful
against those defensive methods performing gradient obfuscation,
are less effective against adversarially trained models. We think
both our method and Trans-NES use the adversarial examples gen-
erated by transfer-based attacks as the starting point, adversarial
examples are harder to transfer between adversarially trained mod-
els.

4.5 Ablation Study
In this section, we investigate the influence of the mutation rate to
the black-box attack effect. We run those experiments on CIAFR-10
in targeted setting. We use VGG19 with batch normalization as
the targeted model. We change the mutation rate and keep the
others the same as in section 4.2. Figure 5 plots the success rate
and average queries under different mutation rates respectively. We
find that although MGAAttack is sensitive to mutation rate, it can
perform well in a certain range. We can quickly find the range due
to the following two findings:

(1) The mutation rate is related to image dimension and attack
type, and we only need to adjust once for a setting. In general, the
more challenging to succeed, the smaller the mutation rate is.

(2) In general, the mutation rate is greater than 1e-4 and no more
than 1e-2.

5 CONCLUSION
In this paper, we present a query-efficient black-box attack, MGAAt-
tack, which constructs adversarial examples with the MGA algo-
rithm. MGAAttack contains two stages: (1) initial the population
of MGA with adversarial examples generated by transfer-based
attacks; (2) repeat selection, crossover, mutation, and update pop-
ulation until success. Experimental results show that our method
is query-efficient and powerful against vanilla models by evaluat-
ing on CIFAR-10 and ImageNet. Our method outperforms Trans-
NES in all experiments, even though both methods leverage the
information of transfer-based attacks. Furthermore, through at-
tacking defensive models on CIFAR10 and ImageNet, we find that
our method is more powerful against those defensive methods per-
forming gradient obfuscation, is less effective against adversarially
trained models. The reason is that our method partly dependent on
transfer-based attacks. Finally, we measure the robustness of our
method to hyperparameters, and we show our method is only sen-
sitive to mr, which is also easy to adjust according to our findings.
Consequently, MGAAttack provides an efficient and powerful way
to access the robustness of models.
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