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Abstract. The security of the Deepfake video has become the focus of
social concern. This kind of fake video not only infringes copyright and
privacy but also poses potential risks to politics, journalism, social trust,
and other aspects. Unfortunately, fighting against Deepfake video is still
in its early stage and practical solutions are required. Currently, bio-
logical signal based and learning-based are two major ways in detecting
Deepfake video. We explore that facial expression between two adjacent
frames appears significant differences in generative adversarial network
(GAN)-synthesized fake video, while in a real video the facial expres-
sion looks naturally and transforms in a smooth way across frames. In
this paper, we employ optical flow to capture the obvious differences of
facial expressions between adjacent frames in a video and incorporate
the temporal characteristics of consecutive frames into a convolutional
neural network (CNN) model to distinguish the Deepfake video. In our
experiments, we evaluate the effectiveness of our approach on a publicly
fake video dataset, FaceForensics++. Experimental results show that our
proposed approach achieves an accuracy higher than 98.1% and the AUC
score reaches more than 0.9981.

Keywords: Deepfake Detection · Temporal features · Spatial
features · Optical flow

1 Introduction

With the remarkable progress of GANs in image synthesis, we cannot believe
our eyes in the AI era. Fake videos can be easily generated with tools such as
FaceSwap [2], Deepfacelab [1], FaceApp [5] by touching a few keys on devices.
These tools leverage the power of GANs in image synthesis and provide quite
interesting functionalities to users, for instance, users can swap one’s face to
others and create a nearly realistic fake video. As shown in Fig. 1, A physically
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discordant person can do a great dance by changing faces with someone from
dance video. However, this also brings some security concerns and privacy issues
to users when the image synthesis techniques are abused.

Everyone will be the victims including celebrities and politicians. A celebrity’s
face could be swapped to a naked body and an illusory official statement can
be announced by a politician in an AI-synthesized fake video. Thus, it is crucial
to call for effective ways for spotting these AI-synthesized fake videos which are
also known as Deepfake [3]. There are three common types of Deepfake, namely
face swapping, lip-sync, and puppet-master [11]. In our work, we mainly focus
on face swapping which is widely used in free tools (e.g. ZAO [9]) and could
easily incur misinformation dissemination in social networks.

Detecting manipulated media content is a longstanding research focus.
However, traditional techniques face many challenges for detecting the Deep-
fake video. These techniques extract pix-level or color-level statistical features
[15,18,19], which can be easily suffered by compression, resizing, etc. In gener-
ating videos, compression and resizing is common operations, thus traditional
image forensics techniques failed in fake video detection.

Fig. 1. Deepfake video

Existing work on detecting Deepfake videos can be summarized into two cat-
egories, biological signal based and learning-based. Agarwal et al. [11] observed
that individual exhibits distinct patterns of facial and head movement when
speaking, while Deepfake video tends to disrupt these particular patterns. Yang
et al. [24] investigated that current neural network synthesized faces appear mis-
matched facial landmarks. Li et al. [16] distinguished fake videos by capturing
the frequency of eye blinking. Some researchers [17] noticed that the synthe-
sized faces in Deepfake video always in a fixed size. Afshar et al. [10] proposed
detecting Deepfake video with the basic insight that some frames in Deepfake
video exhibit large blurred areas or a double facial contour. These work pay
attention to extract obvious biological signal features that are unrealistic in real
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videos. Some work leverage the power of neural networks in feature representa-
tion. The basic insight of these work is that the inconsistencies are introduced
across frames in synthesizing fake videos, particularly temporal discrepancies
across frames [14,21].

In our work, we explore another biological signal features which can be
applied in distinguishing Deepfake videos. Facial expression in adjacent frames
should be transformed naturally and has strong correlations, while it is hard to
be overcome in synthesizing fake videos as facial expression patterns are always
inadequate for individuals. In the meantime, we find optical flow can capture
the subtle facial expression variations in consecutive frames effectively.

In this work, we employ optical flow to characterize the temporal changes of
facial expressions, that is, the temporal features proposed in this paper. Then
we use the convolutional neural network to extract the spatial features of the
original images. According to the Spatial-temporal characteristics consistency
of subtle expressions, we use the convolutional neural network to extract the
features at a deep level to detect the Deepfake video. Our contributions are:

1. In this paper, we observed that facial expression between two adjacent frames
in the Deepfake videos appears significant differences, which can be used to
better detect Deepfake videos.

2. We employ optical flow to capture the differences of facial expression between
two adjacent frames based on our observation. Then we use the optical flow
graphs to characterize the temporal features of the videos.

3. We evaluate the effectiveness of our approach on FaceForensics++, a publicly
fake video dataset. The experimental results show that our approach achieves
an accuracy higher than 98.1% and the AUC score reaches more than 0.9981.

The rest of this paper is organized as follows. Section 2 introduces the back-
ground. Section 3 describes our approach in detail. Section 4 presents the imple-
mentation and evaluation of our method, Sect. 5.

2 Background

In this section, we firstly introduce the generation of Deepfake videos. Then we
further analyze its vulnerabilities.

2.1 Deepfake Video Generation

One way to generate Deepfake videos is to use an encoder-decoder model based
on AI, which consists of two processes, the training process as well as the gen-
eration process. In the training process, two neural networks are trained, each
of which is composed of an encoder network and a decoder network. For input
pictures of two different faces A and B, the encoder network first compresses the
face data in each picture into a low-dimensional vector and then uses the decoder
network to decode the low-dimensional vector obtained in the previous step to
generate the decoded picture. Then the network is optimized by minimizing the
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difference between the decoded image and the input image. The encoder network
of the two images must remain consistent during the training phase, in order to
extract the consistency of the features in these two pictures. In the generation
process, we use the trained decoder B to decode the encoded low-dimensional
vector of A, so that we get the face-changing image of A.

In general, the overall process of the training process is to extract the features
of two different faces (original face and target face) with the encoder of the same
parameters and then recover the target face image with the decoder trained from
the target face. The encoder is a convolutional neural network that extracts
features such as facial features, expressions and so on from the image input.
The decoder recovers the original image from the extracted features according
to the parameters of the encoder [14]. The encoder contains a general method
for extracting the typical features of human faces, and different decoders can
recover different faces from the extracted features.

Another more common way to generate Deepfake videos is based on Gen-
erative Adversarial Network (GAN)[13]. As is shown in Fig. 2. A Generative
Adversarial Network consists of two parts: the generator and the discriminator.
The generator takes face samples that need to be swapped as input to gener-
ate false video. The discriminator is simply a classifier trained with supervised
learning techniques to check if the video is real or fake. The generator and the
discriminator are rivals of each other. All the parameters are trained until con-
vergence.

Fig. 2. The procedure of face swapping with GANs

2.2 Vulnerability of Deepfake Videos

Through the above analysis, we can see that when generating Deepfake videos,
the face is replaced frame by frame, and then the complete video is synthe-
sized. As is well known, video differs from images in that video is composed of
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many consecutive frames. For real video, successive frames represent continuous
changes in the target object over time, so they have strong consistency. In con-
trast, a Deepfake video will inevitably break the consistency between adjacent
frames by processing each frame and then combining them. In other words, the
facial expression of the target area in the Deepfake video will have a certain
degree of distortion and anomalies. Therefore, extracting the characteristics of
the variation between adjacent frames helps us to get a more comprehensive
Deepfake video feature.

3 Our Approach

In order to extract the characteristics of the variation between adjacent frames,
we need to get the change of pixels within the image sequence in the time domain
and the correlation between adjacent frames to find the correspondence between
the previous frame and the current frame. Calculating optical flow is such a
method. In this paper, we characterize the temporal features by calculating the
optical flow fields of the facial images in two consecutive frames.

However, we want to extract deeper features. We use a convolutional neural
network (CNN) to obtain the spatial features of the frame and combine them
with the temporal features. Based on the consistency of space-temporal charac-
teristics, our CNN-based deep learning model can acquire deeper features.

We build a model that consists of four parts: data preprocessing, spatial
feature extraction, temporal feature extraction, and deep learning model.

At first, we processed video data set into pictures frame by frame and inter-
cepted the faces in the pictures. Then, we use CNN to extract the spatial features
of human faces. At the same time, we calculate the optical flow between two con-
tinuous pictures of human faces to obtain the optical flow diagrams. After that,
the powerful self-extraction ability of CNN is used to extract the temporal fea-
tures of optical flow diagrams. According to the consistency of space-temporal
characteristics, we combine the temporal and spatial characteristics so that CNN
can acquire deeper features. Finally, we train the deep learning model to imple-
ment Deepfake video detection. The entire process is shown in Fig. 3.

3.1 Data Preprocessing

In general, data preprocessing is a common requirement for many learning algo-
rithms and models. Data preprocessing describes any type of processing per-
formed on raw data to prepare it for another processing procedure. In this
paper, the data preprocessing stage mainly consists of three steps: extracting
image frames from the video, extracting the face region from the image, and
sequentially storing the images.

First, we selected training data sets and verification data sets from real videos
and Deepfake videos. Then we separate frames from the original video data sets
frame by frame. We do video segmentation and then extract the face region of
every frame. At last, the processed face images are stored in the order of the
video frame sequence number.
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Fig. 3. Overall framework of the model

3.2 Temporal Feature Extraction Based on Optical Flow

We know that when generating Deepfake videos, the face is replaced frame by
frame, and then the complete video is synthesized. Such a process neglects the
consistency of slight changes in facial expressions between frames in the original
video, which is likely to bring about disharmonious cases. In most cases, the
emotions of people do not change suddenly, in other words, the expressions of
human beings change continuously in normal videos. That is to say, the emo-
tions reflected by their facial expressions between adjacent frames should be
consistent. However, since each frame is independent, videos generated by the
Deepfake technique do not always take into account this kind of situation, lead-
ing to inconsistent facial expressions between adjacent frames. It may be hard
to tell with the naked eye, but it is not difficult for the machine to recognize.

Therefore, we need to find the correspondence between the previous frame
and the current frame. Calculating optical flow is a method of calculating the
change of pixels within image sequence in the time domain and the correlation
between adjacent frames, thereby calculating the motion of the object between
adjacent frames. Optical flow is the instantaneous velocity of a moving pixel
within the image. If the time interval is small enough, the velocity can be
expressed by displacement. In simple terms, assuming that the angle of obser-
vation is constant, the optical flow represents the movement of a point from the
first frame to the second frame. For example, for two adjacent frames in a video,
or frames extracted from a video at a small-time interval, the instantaneous
velocity of pixel movement can be expressed by displacement. We usually regard
it as a two-dimensional vector u = (u,v) describing the instantaneous velocity of
the pixel, which is also called the optical flow vector.

Optical flow can be divided into two types, dense optical flow, and sparse
optical flow [22]. The dense optical flow performs point-by-point matching on
the image to calculate the offset of all points on the image, while the sparse
optical flow only needs to specify a set of points with obvious characteristics for
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tracking. In contrast, due to the denser optical flow vector, dense optical flow is
significantly better than the sparse optical flow at the registration effect, but at
the same time, the calculation amount is larger because the offset of each point
is calculated. In our work, we select dense optical flow because the amount of
image pixels that need to be calculated is limited and the demand for accuracy
is high.

OpenCV [22] provides an algorithm for calculating dense optical flows: the
Farneback dense optical flow algorithm. The principle is briefly described below
[16]. The working principle of the optical flow method is based on the following
assumptions [23]:

1. The brightness of the target pixel does not change between two consecutive
frames of images.

2. There is a similar motion between adjacent pixels.

We define X = [x, y] as one pixel position in the image and t as time. We note
the brightness of X = [x, y] at time t as I(x, y, t).

For two consecutive frames in the image, since the brightness of the target
pixel does not change, the brightness of the same pixel in these two frames does
not change, which is expressed as:

I(x, y, t) = I(x + Δx, y + Δy, t + Δt) (1)

We use the first order Taylor expansion at I(x, y, t) of formula (1), and get
formula (2):

I(x + Δx, y + Δy, t + Δt) = I(x, y, t) +
∂I

∂x
dx +

∂I

∂y
dy +

∂I

∂t
dt + ξ (2)

In formula (2), ξ is the second order infinitesimal in Taylor’s expansion, which
can be ignored. Substituting formula 2 into formula 1, and divide both sides by
dt,we get:

I(x, y, t)
dt

=
∂I

∂x

dx

dt
+

∂I

∂y

dy

dt
+

∂I

∂t
= 0 (3)

It is obvious that dx
dt and dy

dt represent the motion vectors of the tracked pixel
points in the x-axis direction and the y-axis direction. Let u = dx

dt , v = dy
dt , then

(u, v) is the desired optical flow. This feature is very suitable for the temporal
feature extraction in this paper.

3.3 Spatial Feature Extraction Based on CNN

According to the consistency of space-temporal features, we want to extract the
spatial features of adjacent frames. Considering that the convolutional neural
network (CNN) has a strong self-learning ability, we hope to build our own net-
work to learn and capture the characteristics such as low-level features, contour,
grayscale, texture, and other features. These features can well reflect some subtle
abnormalities of the human face in Deepfake videos, such as edge stiffness, jitter,
distortion, color and so on.
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3.4 Deep Learning Model

We obtain the optical flow diagram by calculating the optical flow and extract
the spatial features between adjacent frames through the convolutional neural
network. We combine the two features and use the convolutional neural network
to further extract the deeper features. Considering the excellent performance of
CNN in image classification, we decided to use this type of network to implement
our detection. The general structure is shown in Fig. 4. Then we trained and
verified the model on the data set, adjusted and modified the network structure
with poor verification performance, and finally got the model that performed
well on both the training set and the verification set.

Fig. 4. The Structure of our deep learning model

The neural network has one input layer, four convolutional layers, four batch
normalization layers, four pooling layers, one flatten layer, two dropout layers,
and three dense layers. The specific information of each part is as follows:

1. Input layer: This layer accepts ten 256*256*3 original frames and two
256*256*8 optical flow diagrams as input at a time.

2. The parameters of convolutional layers and pooling layers, as well as the
processing results of each layer, are shown in Table 1.

3. Batch normalization layer: This layer normalizes the data of each batch to
ensure the rapid convergence of the model.

4. flatten layer: This layer is mainly used to ”flatten” the data input from
the convolutional layer, that is, to convert multidimensional data to one-
dimensional input.

5. Dropout layer 1: Whenever parameters are updated each the time during
training, the input neurons are randomly disconnected with a probability of
0.5.
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6. Dense layer 1: Fully connected layer with 16 units. It calculates the dot prod-
uct between the input vector and the weight vector to obtains 16 outputs,
and inputs the result to the Leaky ReLU activation function for nonlinear
processing.

7. Dropout layer 2: The input neurons are randomly disconnected with a prob-
ability of 0.5 each time the parameters are updated during the training.

8. Dense layer 2: Fully connected layer with 1 unit. It calculates the dot product
between the input vector and the weight vector to get 1 output.

9. Dense layer 3: Fully connected layer with 1 unit. This layer accepts the pro-
cessing result of 10 video frames and 2 optical flow pictures as input, and
then output the final classification result.

Table 1. Parameters and results of convolutional layers and pooling layers

Layers Filter size Step length Number of
convolutional kernels

Activation
function

Feature map

Convolutional
layer C1

3*3 1 8 Relu 256*256*8

Pooling layer M1 Pooling window size: 2*2 128*128*8

Convolutional
layer C2

5*5 1 8 Relu 128*128*8

Pooling layer M2 Pooling window size: 2*2 64*64*8

Convolutional
layer C3

5*5 1 16 Relu 64*64*16

Pooling layer M3 Pooling window size: 2*2 32*32*16

Convolutional
layer C4

5*5 1 16 Relu 32*32*16

Pooling layer M4 Pooling window size: 4*4 8*8*16

Each layer of CNN plays its role. The convolutional layer extracts the features of
the image, and its weight sharing and partial connection structure reduces the
number of parameters that need to be optimized. The batch normalization layer
speeds up the convergence of the model. The pooling layer compresses the data,
reducing memory consumption. The Dropout layer helps avoid over-fitting. After
the network completes the training, the obtained CNN model and its parameters
can be used for verification and testing. We modify and adjust the structure of
the model several times according to the verification performance. Finally, we
choose the neural network with the highest accuracy. Figure 5 show the feature
map of the input optical flow map after every convolutional layer.
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Fig. 5. The intermediate results

4 Implementation and Evaluation

In this section, we briefly introduce our dataset and experimental process.
Finally, we evaluate our model’s performance and analyze the experiment results.

4.1 Experimental Setup

To evaluate our method, we use the FaceForensics++ Datasets published on
github [1], which is an open dataset containing 1000 Deepfake standard-definition
videos and 1000 real standard-definition videos collected from several social
media platforms. Since the dataset is open source and diverse, evaluation based
on it ensures that our method is effective and robust.

The experiments in this paper were performed on a Windows 10 desktop com-
puter with an Intel(R) Core(TM) i7-8700CPU@3.20 GHz, a memory of 16 GB,
and a GPU for the Nvidia GTX1080ti. The deep learning model was built using
Keras 2.2.4 [7] and used Tensorflow 1.8.0 [8] as the backend engine.

4.2 Experiment Process

Our experiment contains several steps.
Firstly, we randomly select 850 videos from 1000 real videos and 850 from

1000 Deepfake videos as the training dataset. As for the testing dataset, we
randomly select 100 videos from each category respectively.

Secondly, we separate frames from the original video data set frame by frame.
In this paper, we use FFmpeg [6] to separate frames from the original video
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data set frame by frame. FFmpeg is the leading multimedia framework, able
to decode, encode, transcode, mux, demux, stream, filter and play pretty much
anything that humans and machines have created. We use the Python language
to call the FFmpeg program for video framing.

Thirdly, we do video segmentation and then extract the face region of every
frame. We use Dlib [4], which is a modern C++ toolkit containing machine learn-
ing algorithms and tools, including the HOG-SVM algorithm for face detection
and multiple detection algorithms based on CNN. Through experiments, we
found that the CNN-based detection algorithms are better, so we choose the
latter to get face position information. Then we use OpenCV [22] to crop the
obtained face position information and save it as a 256*256 3-channel .png for-
mat image. The number of images in the dataset is shown in Table 2.

Table 2. Experimental data

Class Training Verification

Deepfake frames 17116 1924

Real frames 17191 1962

Total frames 34307 3886

Then, we calculate the optical flow fields of the facial images in two consecu-
tive frames. We use OpenCV, which provides a function called calcOpticalFlow-
Farneback to implement the Farneback dense optical flow algorithm. The image
of the human facial area extracted from the video is an RGB image, but the
Farneback dense optical flow algorithm can only calculate a grayscale image. So
it is necessary to first convert the RGB image into a grayscale image. Besides,
we need to take care that the input of this function is an 8-bit single-channel pic-
ture of 256*256 pixels of two consecutive frames, while the output is a CV 32FC2
format optical flow image of the same size as the input picture which is a two-
channel image. We calculate 4 optical flow maps between 5 frames, and we define
the combination of the above-mentioned pictures as a group. We use two contin-
uous groups as an input as is shown in Fig. 6, and then mark it with 1 for fake
video or 0 for real video.

At last, we incorporate the temporal features with spatial features of con-
secutive frames into a convolutional neural network (CNN) model to distinguish
the Deepfake video.

4.3 Experimental Result

In the experiment, we set the iteration of the model to 80 times, and the loss
function of the deep learning model to MSE (mean square error). The calculation
method is as follows:

Loss =
1

2m

m∑

i=1

(ŷi − yi)2 (4)
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Fig. 6. The generation of input sequence

ŷi is the predicted value of the model, and yi is the label of the sample. Loss
function can well represent the fitting degree between the predicted results of
the model and the real label, and the smaller the value, the better. As shown in
Fig. 7, With the increase of training times, the loss function value of the model
gradually decreases.

Fig. 7. The changing curve of loss

Accuracy is an important evaluation index for the classification model. The accu-
racy is defined in a standard way as formula 5. TP stands for True Positive, the
number of Deepfake images correctly classified. TN is True Negative, referring
to the number of True images correctly classified. FP is False Positive and refers
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to the number of Deepfake images misclassified. FN is False Negative and is the
number of true images wrongly classified. The higher the accuracy, the better
the accuracy of the model.

accuracy =
TP + TN

TP + FP + TN + FN
(5)

Besides, the ROC curve is also selected as the evaluation standard, which can well
describe the generalization performance of the model. The ROC curve plots the
TPR (True Positive Rate) against the FPR (False Positive Rate) for every test
case. We then calculate the AUC (Area Under the ROC curve) to characterize
how well the model performs. The closer is AUC to 1, the better the model
performance. The formula of TPR, FPR, and AUC is as follows:

TPR =
TP

TP + FN
(6)

FPR =
FP

FP + TN
(7)

AUC =
1
2

m−1∑

i=1

(FPRi+1 − FPRi)(TPRi + TPRi+1) (8)

Figure 8 shows the system accuracy on both training sets and test set as the
epoch number grows. It indicates that our method could achieve accuracy greater
than 98% on the training set and 96% on the testing set after 40 iterations.
Figure 9 shows the ROC curve. In paper [20], the author compares many models
using the FaceForensics++ data set. We chose the two models MesoNet [10]
and XceptionNet [12] to compare with our model, because only MesoNet and
XceptionNet are the detection models for Deepfake. Then we reproduce these
two models and experiment with our models on the same training and validation
sets. Since some parameters in the experiment are different from those in Paper
[20], such as data set division and CPU parameters. In order to compare the
effects of models in various aspects, AUC is also selected as the comparison
standard. our experimental results are shown in the Table 3. It is obvious that
our method achieves far higher accuracy on the standard definition dataset than
other deep learning models.
In contrast, our model has achieved ideal results in all indicators while main-
taining a simple model structure. Since fake videos detecting applications always
require detecting algorithm to be low time and computation consumed, our sys-
tem meets the demand with high practicality and accuracy.
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Fig. 8. ROC curve

Fig. 9. The changing curve of model accuracy

Table 3. Comparison of accuracy results

Deep learning model Accuracy (%) AUC results

MesoNet [10] 92.00% 0.9859

XceptionNet [12] 95.73% 0.6653

Our model 98.10% 0.9981

5 Conclusion

Nowadays, fighting against Deepfake videos has become more and more impor-
tant. In this paper, by analyzing the generation process of video, we find that
facial expressions between adjacent frames are inevitably abnormal. In response
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to this phenomenon, we propose a Deepfake video detection method base on
subtle facial expressions. We employ optical flow to capture the obvious differ-
ences of facial expressions between adjacent frames in a video and incorporate
the temporal characteristics of consecutive frames into a convolutional neural
network (CNN) model to distinguish the Deepfake video.

According to experiment results, our model achieves great performance, with
an accuracy much higher than most of the existing models, and at the same time,
the complexity of the model can be greatly reduced.

In conclusion, our method can ensure both effectiveness and practicability.
Our future work includes doing further research on deep fake videos with different
quality levels, and realize automatic adjustment of parameters.
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